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Abstract

Jurisprudence of international law, including the 2013 Tallinn
Manual experts, have argued that cyberattacks may constitute
an unlawful use of force under Article 2(4) of the UN Charter if
it is of such severity as to result in severe human and material
casualties similar to that caused by a kinetic attack.

However, it is unclear whether a cyberattack can be included in
the scope of Article 2 (4) which is subject to multiple and
conflicting interpretations governed by different considerations
that can create confusion and

ambiguity regarding its exact meaning, making it difficult to
establish an international legal framework governing armed
attacks.
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Additionally, it is unclear whether a cyberattack could be
considered an armed attack since the UN Charter does not
define the term. The prevailing trend in international law, in the
absence of a binding international instrument governing
operations in cyberspace, considers that cyber-attacks often do
not reach the threshold of “armed attack”, which is backed by
recent state practices.

Keywords: international law, cyberattacks, threat or use of
force, armed attacks, Tallinn Manual.
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Law Review, Vol.56, 2011, p. 569.
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Council’'s Committee on offensive Information Warfare, Technology, Policy Law
and Ethics Regarding U.S. Acquisition and Use of Cyberattack Capabilities
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