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Abstract 

Electronic Health Records (EHRs) are crucial components of the healthcare system, 

facilitating accurate and efficient diagnosis. Blockchain technology has emerged as a 

promising solution to improve EHRs sharing among medical practitioners while ensuring 

privacy and security. By leveraging its decentralized, distributed, immutable, and secure 

architecture, blockchain has the potential to revolutionize the healthcare system. However, 

due to security concerns, blockchain networks in healthcare typically operate in private or 

consortium modes, resulting in isolated networks within a federation. Scalability remains 

a significant challenge for blockchain networks, as the number of participating nodes 

increases within each network of the federation. Consensus mechanisms in blockchain 

networks establish rules for maintaining a unified view of the ledger, enabling all nodes 

access to the same information. Additionally, achieving interoperability between 

independent blockchain networks, whether homogeneous or heterogeneous, poses a major 

obstacle for healthcare providers seeking to share EHRs across a large-scale blockchain 

federation. This research aims to address these challenges by developing a blockchain 

federation model for EHRs sharing in healthcare. The primary contributions include 

resolving scalability issues in healthcare blockchain networks through a transaction-based 

sharding technique and proposing an enhanced Proof-of-Authority (PoA) consensus 

algorithm for scalable authority selection. Furthermore, this research aims to tackle 

interoperability challenges among independent blockchains by introducing transaction-

based inter-blockchain communication and leveraging global and local smart contracts. 

Experimental results demonstrate the significance of the proposed methods in addressing 

scalability and interoperability challenges within a blockchain federation, enabling 

efficient patient EHR sharing within the network and across independent blockchain 

networks deployed on various platforms. 

 

Keywords: Healthcare blockchain, electronic health record sharing, consensus, 
scalability, interoperability, sharding, healthcare blockchain federation, inter-blockchain 
communication. 
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Title and Abstract (in Arabic) 

بين الكتل المتسلسله   والاتصالالكتل المتسلسلة باستخدام التجزئة بواسطة مشاركة السجلات الصحية الإلكترونية 

   في اتحاد الرعاية الصحية

 ص الملخ

) أصولاً مهمة لنظام الرعاية الصحية وتحتاج إلى مشاركتها بين الممارسين  EHRتعد السجلات الصحية الإلكترونية (

قيق في تقنية   واعتمادها في مجال الرعاية الصحية كحل    تل المتسلسلةالكالطبيين لتحسين دقة وكفاءة التشخيص. تم التح

إحداث ثورة    كتل المتسلسلةلللمشاركة السجلات الصحية الإلكترونية التي تتيح الحفاظ على الخصوصية والأمنا. يمكن  

في نظام الرعاية الصحية من خلال توفير بنية لامركزية وموزعة وغير قابلة للتغيير وآمنة. نظرًا لمخاوف الأمان  

في أوضاع خاصة / اتحاد؛ وبالتالي، تعمل العديد    blockchainوالخصوصية للرعاية الصحية، يتم اعتماد شبكات  

الكتل  اتحاد. لطالما كانت قابلية التوسع تمثل عنق الزجاجة في شبكات     لتشكيلفي صوامع    الكتل المتسلسلةمن شبكات  

  الكتل المتسلسلة، حيث يميل عدد العقد المشاركة إلى الزيادة في كل شبكة داخل الاتحاد. تحدد آلية الإجماع في  المتسلسلة

ة بين جميع الأقران بحيث  مع معاملات صالح   موازنةلقواعد العقد المتصلة للاتفاق على الحفاظ على عرض واحد ل 

الكتل  يشكل تحقيق إمكانية التشغيل البيني بين شبكات    لجميع الوصول إلى نفس المعلوتام. علاوة على ذلك،ليمكن  

المستقلة (المتجانسة وغير المتجانسة) عقبة كبيرة أمام مقدمي الرعاية الصحية الذين يسعون إلى مشاركة    المتسلسلة

لالإت الصحية الإلكترو اتحاد  الس اتحاد   النطاق.   ةواسع  الكتل المتسلسلةنية عبر  البحث إلى تطوير  الكتل  يهدف هذا 

لهذا    المتسلسلة الرئيسية  المساهمة  ،تتمثل  الرعاية الصحية. أولاً  لنموذج مشاركة السجلات الصحية الإلكترونية في 

للرعاية الصحية باستخدام تقنية التجزئة القائمة على  الكتل المتسلسلة البحث في معالجة مسألة قابلية التوسع في شبكات

) السلطة  لإثبات  محسّنة  إجماع  نقترح خوارزمية  ثانياً،  الإلكترونية PoAالمعاملات.  الصحية  لإت  السج لمشاركة   (

للتطوير لاختيار السلطة في خوارزميات إجماع   قابلة  آلية  البحث إلى حل تحديات  PoAلتوفير  . أخيرًا، يهدف هذا 

القائمة على المعاملات لمشاركة    الكتل المتسلسلةالمستقلة باستخدام الاتصالات بين    الكتل المتسلسلةتشغيل البيني بين  ال

EHR    تظُهر النتائج   من خلال دمج مفهوم العقود الذكية العالمية والمحلية في الشبكة.  الكتل المتسلسلةفي اتحاد من

  الكتل المتسلسلةعالجة تحديات قابلية التوسع وقابلية التشغيل البيني في اتحاد  التجريبية أهمية أساليبنا المقترحة في م

 الكتل المتسلسلة المستقلة المنتشرة عبر منصات   الكتل المتسلسلةللمريض داخل الشبكة وعبر شبكات   EHRلمشاركة 

 المختلفة. 

 

حية الإلكترونية، الإجماع، قابلية التوسع،  للرعاية الصحية، مشاركة السجلات الص  الكتل المتسلسلة  الكلمات الرئيسية:
 . الكتل المتسلسلةللرعاية الصحية، الاتصال بين  الكتل المتسلسلةإمكانية التشغيل البيني، التجزئة، اتحاد 
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Chapter 1: Introduction 

1.1 Overview 

Blockchain is a dominant technology that enables secure, immutable, authorized, 

authenticated, and trusted data sharing in a distributed network without the involvement 

of a third party. The researcher/scholar known as Satoshi Nakamoto presented the concept 

of blockchain as the underlying technology of Bitcoin in a white paper published in 2009 

[1]. Blockchain is a distributed database and maintains a continuously growing list of 

records, called blocks. Every block is connected to another block by maintaining the hash 

of the previous block in the chain. This chain of blocks provides a tamper-proof database 

such that once a block is added to the chain, it cannot be edited or changed.  

Based on the scope of participants in a blockchain network, three categories are identified 

[2, 3, 4], namely, public, private, and consortium blockchains. Public blockchains are also 

referred to as permissionless blockchains, as anyone is allowed to join and participate in 

the validation and mining process of block generation. Private blockchains are 

permissioned blockchains, sole-owned by an organization or entity which strictly controls 

and monitors participants. Consortium blockchains are formed by a consortium of multiple 

organizations or entities to create a peer-to-peer network. A consortium blockchain can be 

considered a blockchain of multiple private blockchains [4]. In private and consortium 

blockchains, miners are predefined, and participation in the network is controlled. In a 

consortium blockchain, multiple members share the ownership and control authority.  

The efficacious implementation of Bitcoin has appealed to various domains, and the 

appeal of this distributed and trusted technology has spread beyond the Bitcoin network. 

Currently, blockchain technology is extensively and effectively used in diverse 

applications and industries, such as prediction markets [5, 6], financial engineering [7, 8], 

automated reasoning systems [9], smart contract-based systems [10], healthcare [3, 11], 

energy [12, 13], supply chains [14, 15], and agriculture [16, 17].  

The focus of the current study is the healthcare blockchain used to share the EHR of 

patients in the network. Blockchain technology is projected to transform the healthcare 

ecosystem through its distinct characteristics, which include decentralization, security, 

immutability, persistency, anonymity, and auditability. Blockchain can reshape traditional 
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EHR sharing across multiple healthcare entities, thus improving the quality of healthcare 

by making it smarter and more efficient. Patients with multiple Caregivers (CGs) need to 

share their medical history effectively for better service. Thus, it is important to share 

health records among various stakeholders of the healthcare ecosystem, including 

individuals (patients and their CGs) and individuals and a stakeholder (patients and 

insurance companies/research centers). Sharing EHR is an important step in expanding the 

interoperability of healthcare providers and making the healthcare system smart and 

efficient. 

EHR-sharing systems are increasingly being used to share patient data among various 

healthcare stakeholders (including hospitals, CGs, laboratories, pharmacies, insurance 

companies, researchers, and patients). Traditional centralized systems have been used for 

healthcare EHR interoperability, but the centralized model has some drawbacks as the 

network grows. Recently, blockchain-based EHR sharing has been used extensively in the 

literature to overcome the limitations of centralized healthcare systems. The high-level 

comparison presented below highlights the limitations of the centralized model and the 

solutions that the blockchain model offers in healthcare: 

• Single point of failure: In a centralized healthcare model, patient data is stored in a 

centralized database. Any failure of the database results in the loss of all EHRs. In a 

second scenario, EHRs are stored on the premises of individual facilities and shared 

through a centralized entity. A failure of the central entity results in a failure of the 

communication channel. In contrast, in a blockchain-based model EHRs are replicated 

in a common ledger for all healthcare facilities and do not have a single point of failure 

problem.  

• Centralized power: In a centralized model, hospital A must send a request to hospital 

B through a centralized authority. This leads to delays in executing requests as the 

network grows. However, blockchain provides a peer-to-peer network where hospital 

A can send a request to hospital B for patient data. 

• Single decision-making authority: In a centralized model, a single authority manages 

the network. The rules for decision making and the flow of data requests in the network 

are handled solely by the centralized entity, with no concern for the network nodes. 

To address this limitation, blockchain provides a decentralized network where 
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network rules are set based on majority consensus and decision making is extended to 

all network nodes.  

• Interoperability: In a centralized model, the patient record is maintained by each 

hospital in a heterogeneous data format, leading to interoperability issues. A 

blockchain-distributed ledger solves this problem by replicating the single view of the 

ledger to all network nodes.  

• Security: Security is a major concern in centralized systems as they are exposed to 

various cyberattacks that can lead to data breaches. Blockchain provides immutability 

and integrity for health data through encryption and hashing techniques in the 

distributed ledger. 

Blockchain technology implements distributed ledgers in healthcare and provides 

decentralization and interoperability. However, blockchain networks are mostly deployed 

using private or consortium models due to the security and privacy issues surrounding 

healthcare records, which cannot be exposed in a public network. Various healthcare 

blockchains thus function in silos, creating fragmentation in healthcare systems as well as 

interoperability challenges as independent blockchain networks share the EHRs of patients 

visiting multiple clinics but residing in different blockchains due to the geographic 

locations and rules in force in a state.  

The blockchain federation consists of multiple independent networks deployed via 

different blockchain platforms, each of which has a distinct business logic, rules, 

healthcare entities, transaction format, and validation process. This study focuses on 

sharing patient EHRs in a federation of blockchains and addresses the scalability and 

interoperability challenges in implementing blockchains in a healthcare federation. 

Healthcare is a fast-growing and dynamic network of nodes because nodes may join at a 

high rate, which can lead to network degradation and transaction delays due to the 

consensus mechanism used among them. Thus, healthcare blockchain networks should be 

scalable as the number of nodes increases in the network.  

In this study, first, scalability is addressed at the single network level in a federation. The 

proposed solutions are functional at the appointment level, that is, once the appointment 

between the patient and CG starts at the clinic. To overcome the scalability challenges in 

individual blockchains, we propose sharding in healthcare by using a novel technique for 
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shard formation, “transaction-based sharding,” and processing each appointment within 

the shard. The two main challenges of sharding are addressed in this study, namely, shard 

formation and cross-shard communication, which are linked as the shard formation affects 

the cross-shard communication process. Currently, clustering techniques are used for 

shard formation that result in nodes in one shard communicating with nodes in another. 

This delays the transaction processing in the network and reduces network Throughput 

(TP).  

We also improve the PoA consensus algorithm for healthcare by providing a mechanism 

for authority selection. Our proposed method selects a minimal set of authorities yet 

provides equal opportunities for all healthcare entities to be candidates for the authority 

set and solves the scalability issues of blockchains in healthcare.  

The interoperability between independent blockchains is at an embryonic stage, and 

related research is ongoing. In this research study, we propose a solution for inter-

blockchain communication in a healthcare blockchain federation to share EHR by using a 

novel technique, “transaction-based inter-blockchain communication,” which uses a 

global and local smart contracts technique among homogeneous and heterogeneous 

healthcare networks.  

1.2 Statement of the Problem 

The effective sharing of medical history of patients with multiple care providers is crucial 

for delivering optimal healthcare services. Seamless sharing of EHRs across various 

stakeholders within the healthcare ecosystem, including patients, care providers, insurance 

companies, and research centers, is essential for achieving interoperability and improving 

the efficiency of the healthcare system. However, scalability issues present significant 

challenges in rapidly growing healthcare blockchain networks, as network performance 

deteriorates with an increasing number of participants. This degradation in performance 

leads to delays in transaction verification, which is unacceptable in the sensitive healthcare 

environment. Therefore, healthcare blockchain networks require efficient, real-time, and 

scalable consensus algorithms to enhance their performance and minimize consensus time. 
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Furthermore, achieving interoperability in the healthcare domain is crucial for enabling 

the sharing of EHRs among patients residing in independent blockchain networks. Each 

blockchain network may have its own distinct rules and regulations, posing obstacles to 

the exchange of EHRs when needed for accurate diagnosis and treatment. These 

challenges are particularly prominent when patients receive healthcare services from 

providers located in different countries, regions, or even within a single country with 

diverse sets of regulations per state or emirate. Establishing a federation of properly 

communicating blockchain networks would effectively address these issues and better 

serve the needs of all stakeholders involved in healthcare delivery. 

1.3 Research Objectives 

This dissertation significantly contributes to the advancement of the state of the art by 

offering innovative solutions to address the scalability challenges in healthcare 

blockchains and establish efficient methods for securing EHRs sharing within the same 

blockchain and across blockchain federations. The research makes the following 

noteworthy contributions: 

1.3.1 Objective One 

In pursuit of this objective, the research presents the following contributions: 

• Scaling up blockchain-based systems in healthcare through sharding.  

• Proposing a novel approach called "transaction-based shard formation," where 

patient identification, represented by a cryptographic public key, determines shard 

membership based on previous visits to CGs. This eliminates the need for patients 

to maintain visit records. 

• Mitigating the overhead of cross-shard communication by creating complete shards 

for each appointment, ensuring that nodes within a shard do not require 

communication with nodes in other shards. 

1.3.2 Objective Two 

The research contributes to this objective through the following advancements: 
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• Proposing an improved Proof of Authority (PoA) consensus algorithm tailored for 

healthcare blockchains. This algorithm utilizes instantaneous authority selection for 

each appointment.  

• Selecting authority nodes dynamically based on the patient’s previous records, 

which helps in selecting a minimum number of authorities in consensus process.  

• The proposed authority selection process remains unaffected by network growth. 

1.3.3 Objective Three 

In pursuit of this objective, the research presents the following contributions: 

• Proposing a blockchain network for sharing EHRs among independent and 

homogeneous blockchain networks within a federation. 

• Developing a novel healthcare blockchain integration model that employs 

transaction-based inter-blockchain communication to facilitate EHRs sharing 

within a federation of independent blockchains. 

• Leveraging local and global smart contracts to establish communication links and 

facilitate transaction flow within the blockchain federation. 

1.3.4 Objective Four 

The research makes the following contributions to achieve this objective: 

• Extending the scope of EHRs sharing in healthcare blockchain network models to 

include independent and heterogeneous networks within a federation. 

• Introducing a cross-chain communication protocol that integrates heterogeneous 

blockchains using a transaction-based global smart contract triggering system. 

• Proposing a uniform conversion module within the global smart contract to ensure 

compatibility of transactions across diverse blockchain network platforms. 

These contributions significantly advance the field of healthcare blockchains, addressing 

scalability concerns, enhancing EHRs sharing capabilities, and enabling seamless 

integration between independent blockchain networks within federations. The proposed 

solutions have the potential to revolutionize healthcare systems and improve patient care 

outcomes. 
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1.4 Relevant Literature 

Blockchain technology is projected to transform the healthcare ecosystem with its distinct 

characteristics, which include decentralization, security, immutability, persistency, 

anonymity, and audibility. Blockchain can reshape traditional EHRs sharing across 

multiple healthcare entities to make healthcare smarter and more efficient. Blockchain has 

revolutionized healthcare and been adopted in projects including MedRec [18], 

MedicalChain [19], Healthcare Data Gateway (HGD) [20], MedBlock [21], and Medchain 

[22]. However, scalability poses a major challenge and needs to be addressed to ensure 

efficient and speedy data sharing in healthcare. Scalability is defined as follows: As the 

number of transactions grows, the system becomes slower, more expensive, and less 

sustainable over the long term. Accordingly, previous research addressing blockchain 

network scalability and interoperability using sharding, consensus algorithms, and inter-

blockchain communication protocols is discussed in the following subsections.  

1.4.1 Sharding-based Healthcare Blockchain 

Sharding is a database technique successfully adopted in blockchain technology to resolve 

the scalability issue. This technique splits the transaction processing overhead among 

various small groups of nodes (called committees or shards). These groups work in parallel 

to improve the network performance with significantly smaller communication, 

computation, and storage per node, thus permitting the network to scale up to large-size 

networks [23]. Sharding is a practical solution adopted in several projects from various 

domains. Elastico [24] was among the first to implement sharding techniques in 

blockchain, followed by Omniledger [25], Chainspace [26], Rapidchain [23], and 

Monoxide [27].  

Healthcare has welcomed blockchain technology for EHRs management and secure 

sharing across the participating entities in its ecosystem, including patients, CGs, 

hospitals, laboratories, insurance companies, and pharmaceuticals, as it ensures the 

distribution of EHRs and provides patients with data ownership [3]. Scalability is a critical 

challenge in the healthcare blockchain domain as it affects network TP and Latency (LT). 

Considering that the healthcare system is sensitive to real-time delay, transactional delay 

causes a serious threat to human life, especially in emergencies. Sharding plays a vital role 
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in addressing scalability challenges in healthcare by processing patients’ appointments in 

parallel and minimizing the consensus time as consensus is made within each shard. This 

has a significant impact on the LT and TP of the healthcare blockchain network.  

Researchers have been examining the use of sharding in blockchain-based healthcare 

systems. A multidomain Internet of Things (IoT) blockchain that focuses on blockchain 

sharding in the healthcare IoT domain was proposed in which each shard included an 

entity, such as a hospital, and a number of wearable smart devices for medical data 

collection and distribution among multiple shards (cross-shard communication) [28]. The 

key limitation of this system is the consensus mechanism that runs twice, first within the 

shard and then via the main shard, resulting in greater energy consumption and transaction 

delay.  

To address the scalability challenge in blockchain, a lightweight blockchain was proposed 

by [4] which divided network participants into demographic clusters. Each cluster 

maintained a single copy of the ledger for the healthcare domain system. The transactions 

in each cluster were verified by a single miner (Head Blockchain Manager). Although a 

single miner saves time and energy consumption in the mining process, if they act 

maliciously shard takeover attacks may occur, causing loss of shard transaction data. 

Therefore, the mining process should include some trusted nodes to safeguard the shard. 

A lightweight blockchain maximizes the TP of transactions and reduces energy 

computation by parallel processing in healthcare blockchains, but it does not effectively 

address communication among clusters.  

Although sharding has not been thoroughly investigated in the healthcare domain, various 

other domains using sharding to address scalability issues have shown promising results 

as well as various challenges. Table 1 summarizes sharding projects and indicates 

strengths and limitations. Currently, the main challenges of sharding relate to 

communication (cross-shard communication) and security. Further, no blockchain-

specific shard formation techniques exist. This study proposes sharding in the healthcare 

blockchain to efficiently scale healthcare blockchain-based systems to enhance their 

scalability as the number of blockchain nodes grows in number. A novel technique, 

“transaction-based sharding,” will be used to address scalability in individual blockchains 



  9 

within a federation. Our proposed method of shard formation will eliminate the cross-

shard communication overhead in the network and improve its performance. 

 

Table 1: Summary of projects reviewed on blockchain sharding [29] (© 2023 Springer 
Nature, reproduced with the permission of Springer Nature) 

Index Domain Consensus Protocol Features (+ and -) 

[24] Bitcoin PBFT + Improves throughput and security. 

+ Uses processor identity for shard formation. 

- Intra-shard communication performed via the final committee. 

- Consumes energy and time. 

- Cannot process multi shard transactions. 

[25] NAs ByzCoinX +Uses backup strategies that enable the leader to complete or 

abort cross-shard transactions that are affected by malicious 

clients. 

-Relies on clients to proceed with the cross-shard transactions, 

placing an extra burden on lightweight clients. 

- Vulnerable to DoS attacks that prevent clients from 

participating in processing transactions. 

[26] General MOD-SMART 

implementation of PBFT 

+ Auditing mechanism for tracing malicious participants. 

+ Built-in privacy design. 

+ Support for generic and user-based smart contacts. 

- Relies on all shards-managing objects being honest. 

- High rate of aborts under high contention. 

-Validating transactions can be costly. 

- Inherits O(n2) messaging complexity owing to its mode of 

PBFT implementation. 

[23] General 1/3-resiliemt sharding 

BFT-based blockchain 

consensus 

+ Offers epoch randomness that allows each node to receive a 

fresh Identity after each epoch-reducing node corruption and 

takeover. 

+ Efficient routing mechanism for cross-shard transactions 

verification assumes no trusted setups. 

+ Offers improved scalability measures. 

- High initialization and storage sharding overhead, which could 

be problematic in practice owing to high throughput. 

- double-spending of resources is possible owing to the delay in 

message exchange because of a DoS attack. 

[30] Accounts PoW + Linear scaling in throughput, storage, efficiency, and security. 

+ Each node stores coded data off the blockchain, and 

verification is directly performed on the coded data. 

-Energy consumption due to PoW -higher complexity of 

decoding 
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Table 1: Summary of projects reviewed on blockchain sharding [29] (© 2023 Springer 
Nature, reproduced with the permission of Springer Nature) (Continued) 

Index Domain Consensus Protocol Features (+ and -) 

[31] Account ParoxPBFT + Concurrent processing: uses a flattened consensus protocol to 

order cross-shard transaction. 

- All clusters share a single view of the ledger. 

- Waiting time for a new transaction is an overhead 

[28] IoT PBFT + First multidomain IoT blockchain.  

+ Throughput linearly increases as the number of shards 

increases. 

 - Consensus runs twice - First partitions the blockchain and then 

merge subblocks for final consensus.  

- Time-consuming 

[32] IoT  + Dynamic reward and penalty mechanism to optimize shard 

validation model.  

+ Enhance throughput.  

+ Control over malicious nodes in each shard.  

- Fixed number of nodes used in the experiment.  

-Network scalability should be tested with an increasing number 

of nodes. 

[33] Accounts PoW + Even distribution of nodes in each shard, which prevents 

overloading any shard.  

+ Linear scalable using PoW.  

- Vulnerable to DoS attacks.  

- Processing time depends on the node’s bandwidth, low 

bandwidth results in high processing time. 

[34] The Internet of 

Unmanned 

Vehicles 

PoW + Lightweight UVs form shards to share computing and 

communication resources. 

+ Better performance in case the miner is destroyed by enemy 

forces. 

+ Resource sharing on the battlefield. 

- UVs battery power is limited, and shard nodes may not fulfill 

the mining process if UVs run out of power. 

- Battlefield is dynamic in nature and in this case shard nodes 

are difficult to maintain. 

[35] Healthcare  PoA + Scalable EHR sharing using sharding.  

+Real-time nodes assignment to shards based on patient’s 

previous medical history.  

- Threat models need to be defined for better performance. 
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Table 1: Summary of projects reviewed on blockchain sharding [29] (© 2023 Springer 
Nature, reproduced with the permission of Springer Nature) (Continued) 

Index Domain Consensus Protocol Features (+ and -) 

[36] General PoS + Used penalty mechanism to minimize the malicious nodes 

becoming leader of the shard.  

+ Used probability distribution model to identify corrupt shards 

in the network.  

- Using PoS for shard leader selection, deprived the low stacks 

nodes to become a leader.  

- Using PoS for shard leader selection, deprived the low stacks 

nodes to become a leader. 

[37] IoT PoW, PBFT + Deep reinforcement learning approach is used to select an 

optimal configuration of blockchain network.  

+ DRL control of shards enhances throughput and security.  

-Fixed number of shards used in experiments i.e., 4 shards.  

- Increasing the number of shards decreases the security 

performance. Therefore, the system performs with a small 

number of shards. 

[38] General PBFT + Presented a mechanism for choosing optimal shard size.  

+ Identify faulty shards and discard all their transactions.  

- High inter-shard communication cost.  

- Detail of nodes assignment to shards is not provided 

 

1.4.2 Blockchain Consensus 

Blockchain, as a distributed ledger technology, has received extensive research attention 

in the healthcare domain for EHRs sharing among multiple CGs. Blockchain uses a 

consensus mechanism to ensure that all legitimate nodes reach an agreement to append 

blocks in the network. Various consensus algorithms have been reported in the literature 

for block validation and generation in healthcare. The consensus mechanism is the core of 

the blockchain technology, which started with Proof of Work (PoW), which has since been 

adopted by Bitcoin [1] and Ethereum [39].  

An Ethereum-based healthcare blockchain framework was proposed in [40] using smart 

contracts for access control of medical data by applying cryptographic techniques for 

advanced security. However, the use of the PoW consensus algorithm in the above-

mentioned framework consumes a significant amount of computational energy and time 

to reach consensus in the healthcare network.  
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A blockchain-based data preservation system [41] for medical data was implemented on 

the Ethereum platform using cryptographic algorithms to protect user privacy and medical 

data from tampering based on the PoW consensus algorithm. The primary limitation of 

this study was the lack of scalability owing to the complexity and energy consumption of 

the PoW algorithm. A blockchain IoT model was used in [42] to measure and collect a 

patient’s real-time medical data using biosensors and storing data in the blockchain, 

ensuring a distributed network for patient medical status, billing information, and 

insurance coverage. A consensus was achieved using PoW algorithms among blockchain 

nodes; however, the computational cost and consensus time were the main hurdles. A 

patient location-sharing scheme was proposed in [43] for smart healthcare using 

blockchain technology. The mining process adopted a PoW mechanism, resulting in a 

gradual increase in the number of mining nodes as the network scaled up. However, no 

explicit mechanism was provided to deal with scalability in healthcare while running PoW 

consensus among several nodes.  

To address the limitations of the PoW consensus algorithm, a growing number of 

consensus algorithms are being implemented in blockchain networks. Proof of Stake (PoS) 

has been used to address the problems of high-power consumption and computational time 

of PoW [44]. In PoS, the competition to solve a mathematical puzzle among miner nodes 

is eliminated, and miners that hold the highest stake in the network have the opportunity 

to mine a block. A blockchain-based framework for cross-domain medical image sharing 

using the PoS algorithm has been proposed [45]. In this framework, nodes must maintain 

a security deposit as a stake in the network to be selected as a miner. This raises the issue 

of forking because in a healthcare blockchain, keeping the security deposit is insufficient 

for the mining process.  

Practical Byzantine Fault Tolerance (PBFT) algorithms are widely used in private 

blockchain platforms because they offer a practical solution to the high-power 

consumption and computational time of PoW and PoS consensus algorithms. Healthcare 

blockchain frameworks, including in [4, 21, 46], used PBFT consensus algorithms to gain 

a better performance than under Ethereum-based PoW algorithms. PBFT uses message 

exchange with all its peer nodes to reach a consensus in a five-step model. However, as 
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the network grows in size, the increasing number of messages exchanged degrades the 

consensus process.  

PoA consensus algorithms are highly recommended and used in private blockchain 

networks to address this issue. PoA is a family of PBFT [47] wherein validating nodes are 

preselected in the blockchain network, resulting in fewer message exchanges and high 

performance. PoA algorithms are considered ideal for healthcare blockchain networks and 

have been used in recent works reported in [22, 48]. According to the literature, PoW 

algorithms consume the highest computational power of all consensus protocols, resulting 

in high consensus time, which can be a major problem in the healthcare domain because 

it may result in high risk to human life due to the time required for block generation. PoS 

consumes significantly lesser computational power and time than PoW; however, first, in 

the healthcare domain, preserving the stake is questionable; and second, the PoS algorithm 

guarantees that block rewards are restricted to stakeholders only, resulting in the poor 

becoming poorer and the rich becoming richer.  

PBFT outperforms other existing algorithms. It requires each node to communicate with 

other nodes for message exchange to reach mutual agreement. However, in healthcare, as 

the number of nodes increases so does the number of messages exchanged, degrading the 

network performance.  

EHRs sharing has revolutionized using blockchain technology in healthcare. It greatly 

facilitates the diagnosis of patients as their medical history can be used by various allied 

health professionals. Healthcare blockchain networks require an efficient and real-time 

consensus algorithm to improve the performance of the network in the shortest period. 

This study proposes an improved PoA consensus algorithm using instantaneous authority 

selection for each appointment. The proposed improved algorithm will select a minimal 

authority set yet provide an equal opportunity for all the healthcare entities to participate 

in the consensus process. Increasing the number of nodes in the network will not affect the 

performance of our proposed consensus algorithm. 

1.4.3 Blockchains Interoperability 

With the growing use of blockchain implementation in diverse domains, interoperability 

among isolated blockchains is an active research direction. In this context, interoperability 
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among blockchain networks is defined as the applicability of smart contracts between two 

independent blockchains [49]. In this section, we categorize the existing literature based 

on the various mechanisms used for inter-blockchain communication, including notary 

schemes, sidechain solutions, smart contract-based solutions, bridging solutions, industrial 

solutions, and hash time locks. 

Notary schemes operate with a central trusted component that mediates the interaction 

between blockchain platforms and controls asset transfer. In such schemes, a single notary 

[50] or multiple decentralized notary solutions are used; in the latter case, a group of 

notaries from a consortium of notaries is used [51]. Various projects have employed notary 

schemes, including ICON [52], RIPPLE [53], Metronome [54], Interchain [55], and 

Cosmos [56]. 

Sidechains are secondary blockchains connected to the main chain and allow bidirectional 

data transfer between the two chains. This scheme is completely decentralized and uses 

pegged sidechains to lock and unlock assets in the chains during asset transfer. Sidechain 

schemes have been used in various projects for inter-blockchain communication, including 

RootStock(RSK) [57], Liquid [58], Elements [59], Pegged sidechains [60], Loom [61], 

and POA [62]. However, sidechain projects transfer assets in a one-to-one relationship 

among the same blockchain ledger. 

Smart contract-based approaches use smart contracts to create inter-blockchain 

communication protocols among independent blockchain networks [63]. Schemes of this 

type provide decentralized and consistent atomic asset transfer among independent chains, 

where the changes are either committed or rolled back. However, these solutions are 

completely reliant on atomic swaps, which require the deployment of smart contracts on 

both blockchains. Projects that have adopted this scheme include those in [64 – 68]. 

Bridging solutions use smart contracts or other modules to operate as a bridge between 

two blockchain networks for data/asset exchange. They do not involve third-party 

mediators or any main chain for inter-blockchain communication, and they provide a 

decentralized model for communication. This scheme has been proposed in [69 – 72], but 

its implementation details are yet to be reported. 



  15 

Blockchain router solutions are inspired by the role of routers in the Internet, and the first 

was deployed in 2017 [73]. In blockchain router architecture, different blockchains operate 

as sidechains but cannot communicate directly with each other; instead, the 

communication occurs via router nodes of each blockchain in the network. Models for the 

router approach have been provided in [73, 74, 75], but the implementation details of 

router node architecture still need further investigation. 

Although blockchain technology has revolutionized the healthcare industry, several 

healthcare blockchains still operate in silos, and research is in progress to create cross-

chain communication protocols to share EHR across homogeneous and heterogeneous 

networks. AppXchain [76] is an application-based cross-chain interoperability model that 

integrates independent blockchains for EHR sharing. However, the proposed model uses 

only Ethereum-based networks and is not yet applicable to other blockchain platforms.  

In this section, various solutions for inter-blockchain communications for homogenous 

and heterogeneous blockchains and their limitations are analyzed. A summary is presented 

in Table 2. Sidechain solutions are widely adopted in literature. However, the major 

drawback of techniques using sidechains is the one-to-one communication among 

homogeneous blockchains. Furthermore, in the implementation of a sidechain, security 

vulnerabilities in the blockchain federation increase when a sidechain in the network is 

compromised. Blockchain routers provide connectivity solutions for heterogeneous 

blockchain networks, but none have been implemented yet. Moreover, such 

implementations require the architecture of the router nodes to be configured to function 

as routers. Another limitation of the blockchain router technique is the single point of 

failure issue: When any router node fails, communication among any participating 

networks is compromised.  

The healthcare domain is a highly in-demand field that requires solutions for inter-

blockchain communication in a blockchain federation. However, this area of research has 

not been fully explored, and further investigations are needed. Therefore, this research 

proposes a novel “transaction-based inter-blockchain communication” technique based on 

global and local smart contracts in a healthcare federation to address the interoperability 

challenges among independent blockchains. 
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Table 2: Summary of the projects reviewed for inter-blockchain communication solutions. 
Index Consensus Features (+ and -) Solution 

Type 

Shortcomings of the 

Solution 

[57] PoW + Work as sidechain pegged to bitcoin. 

+ Faster validation of transactions. 

+Less transaction fee. 

- Cannot operate independently, completely depends 

on bitcoin main chain. 
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[77] PoS + Each sidechain has its own independent rules and 

constraints. 

- Mining is performed on the main chain. 

- Completely dependent on the mainchain for the 

mining process. 

[65] Heterogene

ous 

Consensus 

+ Sidechains use independent consensus algorithms. 

+ Maintain private ledger which provides faster blocks 

generation. 

- Private ledger is not shared with all the participants. 

[78]  + Uses a federated two-way peg mechanism.  

+Provide increased security to the funds transfer 

among sidechains and main chain. 

 - The federated two-way peg mechanism increases the 

transactions validation time. 

[73] Delegated 

Stake 

PBFT 

+Provided communication among heterogeneous 

blockchains. 

+Can add blockchain routers dynamically. 

- Communication via blockchain router only. 

-One point Failure issue can compromise 

communication. 
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[79] PBFT +Different Blockchain systems communicate without 

any intermediaries. 

+Using Ann-Router-based network architecture, a part 

of blockchain function as a router, however, 

configuration details of such setup is required. 

- The connection mechanism is not provided. 

-Based on each blockchain topology, throughput is 

affected. 

-Implementation details are missing. 

[74]  +Created a dynamic blockchain network called router 

blockchain, which included router nodes from each 

blockchain.  

- One point failure issue due to communication via a 

single node.  

-The configuration setting of the router node is not 

provided. 
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Table 2: Summary of the projects reviewed for inter-blockchain communication solutions. 
(Continued) 

Index Consensus Features (+ and -) Solution 

Type 

Shortcomings of the 

Solution 

[64] PoS + Smart contract-based interoperability solution 

between independent blockchains (public and private) 

without intermediaries. 

 -The authors didn’t apply their solution between two-

hybrid systems. 
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[50]  +Cross-blockchain data transfer, smart contract 

interaction, currency transfer. +Transfer the same kind 

of token to any number of blockchains simultaneously.  

-The proposed protocol operates in the same 

environment only, among homogeneous blockchains. 

[66]  +A cross-chain atomic swap is used for transferring or 

exchanging assets between multiple participants across 

multiple Ethereum blockchains.  

-Need to implement atomic swaps on and with other 

blockchains. 
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Chapter 2: Methods and Results 

This section presents a comprehensive methodology for accomplishing the four objectives 

that form the foundation of this research. The methodology is divided into four sections, 

each dedicated to one of the research objectives. As the techniques and frameworks 

employed to analyze the results vary across objectives, individual subsections are included 

to outline the proposed models for each objective, present the obtained results and 

outcomes, and provide a thorough discussion of the findings. 

2.1 Methodology 

The high-level overview of the proposed method to address the main objectives of the 

study is illustrated in Figure 1. We propose blockchain federations for EHRs sharing using 

a global smart contract methodology; address the scalability issue in the individual 

blockchains of a federation using the sharding technique; and propose an improved PoA 

consensus algorithm using instantaneous authority selection in the healthcare domain.  

A patient Pi visits a CG in blockchain B1, who has their EHRs in blockchain B2. At the 

beginning of the appointment, CG creates a transaction proposal for Pi, specifying the 

transaction type as “inter-blockchain/intra-blockchain.” The transaction type is used to 

trigger B1’s local and global smart contracts. The transaction type “intra-blockchain” 

triggers B1’s local smart contract to access the patient record of B1 nodes. An “inter-

blockchain” type transaction, on the other hand, triggers B1’s global smart contract to 

establish a communication link to B2 to access Pi’s EHRs from B2 nodes. The details of 

the proposed techniques to address each objective are presented in the following sections. 
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2.2 Scaling up Healthcare Blockchain using Sharding 

One of the major challenges in blockchain is scalability issues. The sharding technique 

has been used successfully in many domains for scalable blockchain development [24, 25, 

26, 30, 31, 33, 80, 81]. However, resolving the scalability issue using sharding has an 

overhead of cross-shard communication, where a node in one shard needs to communicate 

with the nodes in another shard. Cross-shard communication overhead is more complex, 

which makes the verification process more challenging [66].  

The proposed sharding technique in healthcare uses a “transaction-based shard formation” 

technique to minimize the network overhead. The shards are formed based on the presence 

of patients’ records in the participating nodes with access permission from the patients. As 

a result, the proposed technique forms complete shards for an appointment. Therefore, the 

shard nodes do not need to communicate with nodes in other shards, eliminating the cross-

shard communication overhead. During the appointment between a CG and a patient, any 

record can be requested through transactions within the shard only. Figure 2 shows the 

proposed architecture for a sharded blockchain-based healthcare data-sharing system. 

Shard formation is an important task in a sharded blockchain network. Various clustering 

algorithms are used for shard formation in the literature, including peer discovering 

algorithms, user assignment algorithms, smart contract-based shard formation, 

demographic clustering algorithms, and nearest neighbor algorithms. Initially, these 

algorithms exhibited good performance in shard formation, but they were unable to make 

the process efficient because they increased the cross-shard communication overhead. 

According to one study [81], 95% of the communication in a sharded blockchain is 

performed as a cross shard, which degrades the network TP.  
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Figure 2: Proposed sharded blockchain-based EHRs sharing system workflow. 

 

This study eradicates cross-shard transactions to increase network TP by using 

“transaction-based sharding,” such that shards are formed based on patients’ records 

present in the corresponding nodes. This process results in smart shard formation and 

eliminates cross-shard communication since all the nodes previously visited by the patient 

are grouped within the same shard. Each appointment in the network is processed in the 

shard. Thus, the number of shards formed in the healthcare blockchain network is directly 

proportional to the number of active patient appointments in the network. Forming 

permanent shards may result in a large number of active appointments, which may lead to 

low TP. Thus, in our proposed model shards are discontinued at the end of a patient’s 

appointment/service with the CG who initiated their creation. Hence, the resources of other 

participating nodes are released, and there is no TP degradation within the network. 

2.2.1 Performance Evaluation 

Scalability is a major concern in any fast-growing technology. In the case of blockchain 

networks, scalability is defined in terms of TP, LT, storage, and block size. This section 

analyzes the proposed scheme using a performance matrix in a blockchain network, such 
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as TP, consensus LT, and number of transactions processed for each appointment. The 

analysis compares the proposed sharding technique with the unsharded techniques used in 

healthcare blockchain. 

Consensus Latency: LT refers to the delay between the time a transaction is added in a 

block by a consensus participant and that when the block is validated by a majority of the 

consensus nodes. As the number of transactions increases in the blockchain, the 

verification and confirmation time of transactions increases rapidly. The proposed sharded 

blockchain runs a PoA consensus among the shard nodes locally with SN number of nodes 

(where SN ⊂ BN); therefore, the waiting time for the verification of a transaction is 

minimized by the careful choice of the number of verifiers within the shard. Our scheme 

eliminates the leader selection step as the shard initiator is appointed as the leader of the 

shard. We analyze the consensus LT of each appointment. Let Tc be the confirmation time 

and Ts the submission time of the transaction for consensus, respectively, with a round trip 

network delay. Then, the consensus LT unshaded per shard is represented by Equation (1), 

which is used for the calculation of LT in our proposed blockchain network. 

LT = Tc − Ts (1) 

Where Tc of valid transactions depends on the consensus time, Tcons, during message 

exchanges among validator nodes and the shard leader node, then 

  Tc = 𝑇𝑐𝑜𝑛𝑠  

Then, consensus time is calculated by 

 𝑇𝑐𝑜𝑛𝑠 = Max ( 𝑇(𝐿,𝑉)) + Max (Tv1, Tv2, Tv3…Tvn) + 𝑀𝑎𝑥 (𝑇(𝑉,𝐿))     (2) 

Where 𝑇(𝐿,𝑉) represents the Communication Time (CT) for sending a block from the leader 

node to the validator nodes; we consider the maximum time from this set. (Tv1, Tv2, 

Tv3…Tvn) represents the CT of sending the block from each validator to every other 

validator within the shard. In equation (2), Tv1 is the CT of validator V1 to every other 

validator such that V1 = Max (TV12, TV13, TV14…….TV1n).  𝑇(𝑉,𝐿) represents the CT of 

sending the commit from validators to the leader node. 

Throughput: Blockchain TP is defined as successful transactions per second given a 

particular network size. Transaction LT and TP are inversely proportional to each other as 
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the confirmation in a blockchain depends on the consensus mechanism. Considering an 

unsharded blockchain network processing Tc number of transactions per second, as the 

transactions are broadcast to all nodes in the network, BN, the TP drops as time evolves. In 

the proposed scheme the entire network is divided into K shards, where K depends on the 

number of active appointments in the healthcare consortium model. Each shard processes 

a distinct set of transactions; therefore, as the number of transactions increases in the 

network, the transactions are processed in parallel within the shards. Thus, all transactions 

are processed in the shards within a unit time, and the overall network capacity to process 

transactions improves. If CTxn is the total transactions confirmed, PT is the total processing 

time, and STxn is the transactions confirmed within the shard, then 

TP = ( 𝐶𝑇𝑥𝑛

𝑃𝑇+𝑁𝐷
)               (3) 

 Where, 

PT = 𝑇𝑎𝑝𝑝_𝑒𝑛𝑑 −  𝑇𝑎𝑝𝑝_𝑠𝑡𝑎𝑟𝑡 

Such that 

𝑇𝑎𝑝𝑝_𝑠𝑡𝑎𝑟𝑡 = Appointment start time 

 𝑇𝑎𝑝𝑝_𝑒𝑛𝑑 = Appointment end time 

Then  

PT = [𝑀𝑎𝑥(𝑇(𝑆𝑁) )+ 𝑇𝑐𝑜𝑛𝑠 + 𝑇𝐿_𝑐𝑜𝑛𝑓𝑖𝑟𝑚] - 𝑇𝑎𝑝𝑝_𝑠𝑡𝑎𝑟𝑡 

Where 𝑇(𝑆𝑁)  represents the CT of sending transactions by shard nodes, 𝑇𝑐𝑜𝑛𝑠 represents 

the CT of consensus process, and 𝑇𝐿_𝑐𝑜𝑛𝑓𝑖𝑟𝑚 represents the confirmation time of the block 

by the leader after receiving n/2 +1 commit messages from validator nodes. 

From eq(2)  

PT  = [𝑀𝑎𝑥(𝑇(𝑆𝑁) ) + [Max ( 𝑇(𝐿,𝑉)) + Max (Tv1, Tv2, Tv3…Tvn) + 𝑀𝑎𝑥 (𝑇(𝑉,𝐿)] + 𝑇𝐿_𝑐𝑜𝑛𝑓𝑖𝑟𝑚 

] -  𝑇𝑎𝑝𝑝_𝑠𝑡𝑎𝑟𝑡    (4) 

 CTxn    = ∑ (𝑆𝑖𝑇𝑥𝑛(𝑖)  
𝑘
𝑖=1 )  (5) 

Where 𝑆𝑖 𝑇𝑥𝑛 represents the transactions confirmed by shard 𝑆𝑘 . Then, using Equations 

(4) and (5), TP can be calculated as: 
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  TP = 
∑ (𝑆𝑖𝑇𝑥𝑛(𝑖)  

𝑘
𝑖=1 ) 

𝑃𝑇+𝑁𝐷
      

Hence, adding the confirmed transactions in each shard will increase the TP of our 

proposed technique. Increasing the number of appointments will result in an increased TP 

of the proposed network. 

2.2.2 Results and Discussion 

In this study blockchain sharding in the healthcare domain for EHRs sharing is evaluated 

and compared with an unsharded network. The experiments were performed by simulating 

the proposed sharded and unsharded healthcare blockchain using Python 3.6 on a 

Windows 10, Intel(R)® Core(TM) i5-8256U CPU, 64-bit operating system. The CG nodes 

are the authorized blockchain nodes and participate in the consensus step to validate the 

transactions for each appointment. In this setup, the appointment follows a Poisson 

distribution, such that each appointment arrives at an arbitrary positive time. We simulated 

a minimum of 50 CG nodes and examined the scalability of the network by increasing the 

number to 100, 150, 200, and 250. A block size of 1 MB was used, which consists of 

transactions for each appointment. A block in blockchain is comprised of a header and the 

body. The block header includes the metadata information (previous block’s hash value, 

Merkle root hash value, block number, and timestamp), and the body part of the block 

includes the transactions related to the patient’s EHR. SHA 256 was used as a hashing 

algorithm in our experiments. For each appointment a random number of shard sizes was 

generated in the range of 2 to 20. The shard size implies the number of CGs previously 

visited by the patient; therefore, we used a random shard size for each patient. 

To summarize the obtained results from the various simulated scenarios, we examined the 

impact of our proposed sharding technique on the performance of a healthcare blockchain 

and compared the results against the unsharded model. The performance of the proposed 

sharded-based model was examined in terms of the number of appointments processed, 

consensus LT, and TP. The results demonstrated a significant increase in appointment 

processing in shard-based healthcare as compared to the unsharded network. Our proposed 

technique processed appointments in parallel within shards, resulting in low LT and high 

TP, as shown in Figure 3 and Figure 4, respectively.  
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Figure 3: LT of proposed sharded and unsharded healthcare blockchains.  

 

 
Figure 4: Throughput of the proposed sharded and unsharded healthcare blockchains.  

 

Next, we analyzed the scalability of our proposed technique when the number of 

blockchain nodes was increased. The obtained results showed that our proposed model is 

more scalable than unsharded network as increasing the number of nodes had no 

significant impact on the performance since transactions were processed within each shard 

with the minimal number of shard nodes participating in the consensus process. 
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Redrafted from: Hashim, F., Shuaib, K. and Sallabi, F., 2021. Medshard: Electronic 

health record sharing using blockchain sharding. Sustainability, 13(11), p.5889. 

This research work is based in [full or part] on the previously published article listed 

above. I have permission from my co-authors/publishers to use the work listed above in 

my thesis/dissertation.  

2.3 Improved PoA Consensus using Instantaneous Authorities Selection 

In blockchain technology, consensus is a mechanism implemented to arrive at a common 

agreement in a decentralized network. In the absence of any central authority, consensus 

protocols are used to monitor all transactions and maintain a single view of shared data in 

the global ledger of the blockchain. In this study, we propose an improved PoA consensus 

algorithm using instantaneous authority selection for EHRs sharing in healthcare. In PoA 

consensus, authorities are honest nodes that must participate in the consensus process for 

block validation [22, 82], with an agreement among a minimum of (n/2 + 1) authorities. 

The number of authorities in a consensus process is inversely proportional to the number 

of blocks validated and generated in the blockchain. Hence, the selection of authorities is 

crucial in the consensus process.  

The authors in [83] select full nodes in the network as authorities. This process filters 

honest nodes in the network; however, in the healthcare domain the number of full nodes 

increases as more nodes are registered in the network. In [84] the proposed approach works 

with a predefined set of authorities in a network; however, the selection criteria of 

authorities are not provided. In this case, not all honest nodes will have the opportunity to 

participate in the validation process. Considering these limitations of PoA authority 

selection, we propose an instantaneous authority selection, providing an equal chance to 

all full nodes in a healthcare network to be a candidate for authority selection while 

maintaining a minimal set of authorities.  

In the proposed methodology, as shown in Figure 5, CGs previously visited by the patient 

provide the EHR of the patient under observation upon the request of the current CG. The 

transaction generated by each provider includes the provider’s and the patient’s public 

keys along with the patient’s previous record. The transaction data are hashed using SHA 

256 [85]. Once all the transactions are added to a transaction pool, the proposed consensus 
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algorithm selects the authorities based on the public key of the allied health professionals 

in that pool, implying that the nodes that provide EHR data will participate in the 

consensus process. In this method, CGs previously visited by a patient serve as validators 

for the patient’s appointment, yielding a filtered set from the network’s honest authorities. 

This instant selection of authorities for each appointment reduces the number of validators 

in the consensus process; thus, with fewer messages exchanged, the consensus time is 

significantly reduced in the healthcare domain.    

       

 

Figure 5: Workflow of the proposed improved PoA consensus algorithm for EHR 
sharing (©2021 IEEE). 
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2.3.1 Results and Discussion 

We evaluated the performance of blockchain consensus algorithms, including PoW, 

PBFT, PoA (Aura) [86], PoA (Apla) [87], and our proposed PoA in the healthcare domain 

for EHR sharing using TP and LT performance measures.  

One hundred healthcare blockchain nodes were simulated, including allied health 

professionals, hospitals, insurance companies, and pharmacies, to provide the EHRs of 

visiting patients. Each appointment in the network generated a block comprising a single 

patient’s record, shared by previously visited allied health professionals. The performance 

was evaluated in terms of the consensus time, number of blocks generated, and network 

TP. The experimental results showed a significant increase in TP and decrease in 

consensus time of our proposed PoA consensus algorithms as compared to previous 

solutions, as shown in Figure 6 and Figure 7, respectively.  

 

 
Figure 6: Blockchain consensus algorithms throughput comparison in healthcare. 
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Figure 7: Blockchain consensus algorithms consensus time comparison in healthcare. 

 

Then, we tested the scalability performance of different consensus algorithms with an 

increasing number of nodes in a healthcare blockchain network. PoW is considered 

scalable because the consensus process depends on solving the computational puzzle by 

miners; thus, it is independent of the number of nodes. However, the consensus time of 

PoW depends on the difficulty level of the computational puzzle. Therefore, we performed 

the scalability test with PBFT, PoA (Aura), PoA (Apla), and our proposed PoA. We 

increased the number of nodes from 100 to 200, 300, and 400 and analyzed the effect of 

increasing the number of nodes on the different consensus algorithms. 

Summarizing the results, the scalability test results showed that our proposed PoA 

algorithm outperforms the other compared algorithms, indicating that it is a highly scalable 

algorithm and thus a better candidate for the healthcare blockchain domain. 

 

Redrafted from: Hashim, F., Shuaib, K. and Sallabi, F., 2021, December. Performance 

Evaluation of Blockchain Consensus Algorithms for Electronic Health Record Sharing. 

In 2021 Global Congress on Electrical Engineering (GC-ElecEng) (pp. 136-143). IEEE. 

©2011 IEEE. 

This research work is based in [full or part] on the previously published article listed 

above. I have permission from my co-authors/publishers to use the work listed above in 

my thesis/dissertation.  
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2.4 Blockchains Federation for Interoperability in Healthcare 

Blockchains are immutable distributed ledger systems that provide trustable qualities such 

as security, decentralization, integrity, safety, and connectivity without the need for a 

central authority [1]. Blockchains and other distributed ledger technologies have gained 

much attention from industry and academia, and the use of blockchain technology to 

ensure data integrity between entities has been shown to be beneficial. Blockchain 

technology has demonstrated its versatility in recent years as various application domains 

have sought methods to incorporate its capabilities into their operations. Although this 

technology has been particularly investigated by the financial services industry to date, 

efforts in other service-related fields, including healthcare, suggest that interest in it is 

broadening. Indeed, the literature now contains multiple studies of the use of blockchain 

technology in the healthcare sector, including [11, 18, 21, 35, 46, 48, 88 – 91]. Because of 

healthcare privacy and security concerns, private or consortium models are adopted in 

healthcare blockchains; however, most blockchains are currently designed as silos without 

the ability to interact. The resulting serious inefficiency needs to be addressed so users can 

use and share their digital assets/data across multiple independent blockchain networks 

efficiently. 

Blockchain interoperability has emerged as an active research topic for sharing data/assets 

among different blockchain networks. This area of research is still largely theoretical; 

however, many projects have attempted to devise a practical solution in a one-to-one 

relationship. In this section, we propose a blockchain federation to address the blockchain 

network integration challenges. The proposed high-level overview of the blockchain 

federation is shown in Figure 8. 
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Figure 8: Proposed blockchain federation overview. 

 

The proposed federation consists of multiple healthcare blockchains deployed via the same 

and different platforms. Each network functions independently following a distinct 

business logic, data storage mechanisms (i.e., interplanetary file system (IPFS) or cloud-

based), smart contracts, and validation process. In the proposed federation, each network 

requires prior registration to a central unit, that is, a Ministry of Health (MoH). This one-

time registration occurs during the first deployment to receive the blockchain ID from the 

MoH. The interoperability mechanism in the federation follows the following 

assumptions:  

• The individual blockchain networks function independently but are registered in 

the federation with a blockchain ID. 

• Each blockchain network has a repository of blockchain addresses registered in the 

federation.  

• The interoperability solution may request data from another blockchain but cannot 

make any changes to the state of the connected network.  
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• The communicating networks are unaware of the target network’s architecture; 

therefore, each network deploys a unified module to accept transactions from other 

networks. 

• The interoperability mechanism cannot directly trigger the smart contracts of 

another network. 

The blockchain network is a distributed ledger technology that functions without any 

central entity. The proposed blockchain federation maintains the decentralization of the 

networks in a federation. However, the presence and function of the central unit (MoH) 

provide for the communication process among the independent networks. The central unit 

does not interfere in the communication process among the blockchains. A step-by-step 

registration process is provided in Algorithm 1: 

 

 
 

Within a federation, multiple independent blockchain networks exist that might be 

deployed via different platforms. In this case, interoperability happens between the same 

platform networks (homogeneous) or between different blockchain network platforms 

(heterogenous). The proposed inter-blockchain communication of homogeneous and 

heterogeneous networks is discussed in the following section. 
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2.5 Homogeneous Blockchains Integration for EHRs Sharing in a Federation 

This section proposes a transaction-based smart contract triggering technique in inter-

blockchain communication for EHR sharing among independent homogeneous 

blockchains, as shown in Figure 9. In this setup, each blockchain holds a unique 

blockchain ID (e.g., B1, B2, B3, B4) that is preregistered with an overarching entity, such 

as an MoH. Our system consists of several nodes that can take any of the following roles: 

hospitals, that are full nodes for executing transactions (requesting and granting access to 

a patient record); patients, who can only view their medical record; allied health 

professionals, who can request patients’ EHR; validators, who participate in the consensus 

process; and regulators, who enforce policies and handle registration of nodes to establish 

connections (e.g., the Certification Authority (CA) for each blockchain) without 

necessarily participating in the consensus process. 

 

 

Figure 9: Proposed homogeneous blockchain integration model for EHR sharing. 
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The proposed architecture consists of four layers: user, application, blockchain, and 

communication. The user layer consists of clients who interact with the blockchain 

network using a decentralized application, where each node will conduct transactions 

directly with its peers in the network. The application layer monitors the registration 

process of the participants in the blockchain and generates the encryption keys of 

registered users. In this architecture, the application layer triggers a search contract after a 

patient is registered to search for their record in other blockchains of the federation. The 

blockchain layer comprises the network’s core components, including network 

participants, consensus mechanism, and smart contracts. The communication layer uses 

global smart contracts to create communication links to other blockchains for data sharing 

in a blockchain federation.  

Smart contracts play a vital role in blockchain operations. Smart contracts are 

programmable modules stored on a blockchain that are triggered when predetermined 

conditions are met. They can also automate a workflow, triggering the next action when 

conditions are met. Smart contracts automate the execution of a condition or an agreement 

so that all network nodes can be promptly advised of the outcome without the involvement 

of any mediators. The proposed blockchain layer entails four types of smart contract: 

search, global smart contract, local smart contract, and data contract. 

The search contract is triggered at the application layer after the patient is registered in the 

blockchain network. The functionality of this contract involves searching for a patient ID 

in the CA address registry to identify the blockchain in which their EHRs exist. The input 

in this contract is the patient ID, as this is identical in all blockchains within the federation. 

The global smart contract is triggered at the communication layer when the transaction 

type in the transaction proposal prepared by the current CG is identified as “inter-

blockchain”. This contract allows communication among independent blockchains in a 

federation to share the EHR of patients under observation. The local smart contract is 

triggered when the transaction type to access a patient’s EHR within the same blockchain 

being currently visited by the patient is “intra-blockchain.” The data contract provides CGs 

with the functionality to add data to the blockchain. The EHR of patients are stored in 

IPFS, and the hash of these records is stored in a data contract that can be easily accessed 

by authorized nodes. 
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2.5.1 Results and Discussion 

In this section, we conducted several experiments to individually evaluate the performance 

of both blockchains (B1 and B2) and then evaluate the average response time of query 

transactions from blockchain B1 to B2. The proposed model evaluation was performed 

through evaluation metrics including TP, transaction LT, CPU utilization, and average 

Elapsed Time (ET). The scalability of blockchain networks was evaluated to analyze the 

platform’s ability to support the increasing transaction load, including the increasing 

number of nodes on the network. It indicates the acceptability of the network performance 

while varying the number of nodes and transaction load. 

The blockchain-based framework Hyper Ledger Fabric (HLF) [92] was used to develop 

two independent private blockchain consortiums for efficient data sharing in healthcare, 

where several health entities form a peer-to-peer consortium network. HLF is a scalable 

blockchain platform that is widely used in a variety of contexts, including healthcare [93], 

IoT traceability [94], self-sovereign identity [95], digital couponing [96], and supply chain 

management [97]. HLF is an open-source permission-based distributed ledger technology, 

where all the participants know each other. Therefore, the network is fully trusted and 

secure. 

The main contribution of this research is the integration of independent blockchains in a 

healthcare federation. To accomplish this, two independent blockchains (B1 and B2) were 

developed using the above configuration. Different networks have different numbers of 

entities in a federation, based on their requirements. To develop the test networks, we 

started with a minimum number of healthcare entities owing to the limited CPU power of 

our system. However, we used a different number of healthcare entities in the two 

blockchains to track the performance of both networks with a different number of nodes. 

B1 comprises three healthcare entities (hospital-A, hospital-B, and hospital-C). Each 

healthcare entity has at least two peers (peer0 and peer1), one orderer, a CA, and a peer 

node as an endorser in the network. Blockchain 2 consists of four healthcare entities 

(hospital-1, hospital-2, hospital-3, and hospital-4) with the same settings as blockchain 

B1. Both blockchains executed transactions independently in the testbed environment and 

used CouchBD as the state database deployed on each peer node. 
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Average ET measures the average ET for query transactions from one blockchain network 

to another, that is, from blockchain B1 to B2. For example, B1’s ET can be calculated 

from the start time (Ts) of a client request initiated by B1 to the time the client received 

the response from B2 (TR), such that 

ET = TR - Ts 

In the communication process, the ET depends on the query processing time (QT) by 

B2’s round-trip CT from B1 to B2. Hence, 

ET = CT + QTB2 

The QT at blockchain B2 can be calculated as follows: 

QTB2= RTB2 - QTs 

where RTB2 represents the response time for the query by B2, and QTs represents the 

query start time in B2. Then, B1 ET can be calculated as follows: 

ET= (RTB2 - QTs) + CT. 

The detailed results are provided in Article 2. Summarizing the inter-blockchain 

communication results, the average ET was calculated for a query transaction from B1 to 

B2. The ET for the first query transaction was very high because of the initial connection 

to blockchain B2. After the connection was created, a gradual drop in ET for the second 

client request and onwards was recorded, as shown in Figure 10. The query processing 

time at B2 was also evaluated, and it was concluded that the ET at B1 depends on the 

query processing time at B2.  
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Figure 10: B1 ET vs. B2 query processing. 

 

We compared the latency of our proposed approach for transferring EHRs between 

blockchains with a solution previously reported in [56]. The paper used a trusted execution 

environment for asset transfers among blockchains in a supply chain domain. We 

compared our results with the work of the supply chain management domain, as the results 

of inter-blockchain communication implementation are extremely limited to date. 

Specifically, our work constitutes the first example of implementation in the healthcare 

domain, to the best of our knowledge. Therefore, we looked at the available literature 

results from other domains for comparison. The results showed that our proposed 

transaction-based inter-blockchain communication technique significantly reduced 

latency for inter-blockchain transfer over the previous solution, as shown in Figure 11. 
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Figure 11: Comparison of average latency in inter-blockchain communication. 

 

Redrafted from: Hashim, F., Shuaib, K. and Sallabi, F., 2022. Connected Blockchain 

Federations for Sharing Electronic Health Records. Cryptography, 6(3), pp.47.  

This research work is based in [full or part] on the previously published article listed 

above. I have permission from my co-authors/publishers to use the work listed above in 

my thesis/dissertation.  

2.6 Integration of Heterogeneous Blockchains to Share EHRs  

Blockchain interoperability can result in a paradigm shift of an open system in which 

devices and users can interact with each other across blockchain boundaries to meet the 

demands of complex decentralized applications. However, existing inter-blockchain 

communication protocols are limited to homogeneous blockchain platforms such as 

Ethereum-based blockchains and do not support interoperability between heterogeneous 

blockchain platforms. This makes it difficult to carry out transactions across diverse 

platforms of blockchain networks, which might have significant implications. For 

example, a patient’s record residing in one blockchain platform might not be accessed by 

another blockchain running a different platform in timely fashion when needed. Currently, 

there are no layer-1 blockchain protocols that can carry out (i) transactions on another 

blockchain and (ii) smart contract invocation and interaction across blockchains [98]. 
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In the current research, we consider a blockchain federation [99] that consists of diverse 

blockchain networks deployed via different platforms (i.e., HLF and Ethereum). We deem 

heterogeneous blockchains to be those that are deployed on different platforms and have 

a distinct business logic and design. In this type of blockchain system, while working with 

one platform it is not possible to make a direct transaction to another platform because of 

architectural and functional differences. Therefore, we propose a cross-chain 

communication protocol to carry out transactions among the heterogeneous blockchains 

in a federation. 

In this study, we propose a global smart contract-based triggering solution for 

communication among heterogeneous blockchains to facilitate EHR sharing in a 

blockchain federation. Figure 12 shows the step-by-step process of the proposed method. 

Global smart contracts are unified contracts in the federation and are required to be 

deployed in each blockchain network. Global smart contracts are composed of different 

smart contracts across the networks that interoperate to share the data in a federation. The 

global smart contract in the proposed framework consists of three types of contracts, 

namely, conversion contract, connection contract, and transfer contract. In the proposed 

heterogeneous blockchain integration model, each platform runs a distinct business logic 

and architecture that accepts transactions in a predefined format. The conversion contract 

accepts the transaction in a local format that is used in the underlying platform and 

converts the local transaction to a uniform format that is compatible with the target 

blockchain network. The connection contract is designed to enable communication links 

between the source and target blockchains using the certificate authority (CA) address of 

the target blockchain. This module is triggered by the uniform transaction to perform the 

physical connection of networks and help the cross-chain communication protocol to 

transfer queries/data between the connected blockchains. The transfer contract is designed 

to store the transaction received from the target blockchain, which includes the EHR of 

the requested patient, encrypted using the public key of the CG from the source 

blockchain. 
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Once the transaction is broadcast in the target blockchain as a query from the source 

blockchain, the local smart contracts [ReadPatient()] of the target network are invoked, 

and the hash of the patient’s EHR is added to the transaction; after transaction verification, 

the EHR is transferred to the transfer contract of the source blockchain via the cross-chain 

communication protocol. A cross-chain communication protocol does not make a direct 

state change of another blockchain network; instead, it triggers a set of functionalities on 

the other network that may result in the state change of the source blockchain. This set of 

functionalities is executed by triggering the SCs of the target blockchain, such as 

ReadPatientData() and AddPatientData(). In this paper, we focus on the sharing of EHR 

across heterogeneous blockchains; therefore, the cross-chain communication protocol 

triggers the ReadPatientData() function of the smart contract of the target blockchain. 

Modifying the EHRs in the external blockchain is not in the scope of this research. 

2.6.1 Results and Discussion 

The proposed interoperability model integrates heterogeneous blockchain platforms (HLF 

and Ethereum) to share EHRs in a federation. The performance of individual networks is 

evaluated based on the performance measures of TP, LT, and transaction success rate. The 

inter-blockchain communication is analyzed for ET at source blockchain.  

The implementation of the proposed cross-chain interoperability is based on two 

independent blockchain networks using different platforms, Ethereum and HLF, to share 

the EHR of patients. Ethereum is used as a private test network to validate the proposed 

interoperability solution with the HLF consortium test network. The present work 

addresses interoperability challenges across different blockchain platforms to share patient 

EHR. To do so, HLF [100] and Ethereum [101] blockchain networks are integrated using 

an across-chain communication protocol. Both networks are deployed locally in a 

private/consortium mode for EHR sharing in the healthcare federation. The performance 

of each blockchain is evaluated using Hyperledger Caliper [102], an open-source 

benchmarking tool that measures the performance of blockchain networks. The software 

packages and dependencies used for implementing the proposed blockchain 

interoperability solution are Truffle Suit, Ganache, Solidity, Node 18.0.1, Hyperledger 
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Fabric V2.x, Git 2.9+, Python 2.7.x, Npm V 5.x, Docker Engine 17.037, Docker Compose 

1.8+, VS code, and Hyperledger Caliper. 

The individual performances of the two networks are evaluated and compared to show any 

impact on the inter-blockchain communication results. Hyperledger Caliper is used as a 

benchmark configuration; we set five worker nodes, run each experiment five times, then 

take the average. We conclude from the results that HLF is both a more highly scalable 

network and shows a higher TP than Ethereum. 

The cross-chain communication ET is the time from when a transaction request is initiated 

in the source network (TS) until a response is received from the target network (TR), that 

is,  

ET = TR − TS.  

The interchain exchange requires the verification of transactions in a source chain from a 

target chain. Let Txn be a transaction initiated at B1 to request a patient EHR residing at 

B2. Then, the elapsed time of cross-chain communication is calculated as a series of 

operations performed at B1 and B2, including the round-trip communication time (CT) 

from B1 to B2 and vice versa, that is:  

ET = VB1(Txn) + CT(B1,B2)(B2,B1)  + VB2(Txn) + SCB2(Txn) +  VB2(RTxn) + VB1(RTxn),                           

where VB1(Txn) is the time taken for the transaction validation at B1, and VB2(Txn) is the 

time taken for the transaction validation at B2; after validation, SCB2(Txn) is the time to 

trigger a smart contract at B2 to access the patient EHR for the query initiated from B1. 

RTxn is the response transaction that includes the hash of the patient’s record requested by 

B1, VB2(RTxn) is the response transaction validation at B2, and VB1(RTxn) is the response 

transaction validation at B1. VB2(Txn) and VB1(RTxn) are the transactions validated by 

external networks; therefore, the verifiers of the cross-chain communication protocol can 

make a request for the validator’s public key and certificates of external networks for 

verification and to establish a trust relationship between the validators from both networks.  

The query transaction is initiated from the HLF network to access the patient EHR from 

the Ethereum network. The first ET for query 1 is noted as higher than that of the other 

queries; this is for the first connection to the target network, and once the connection is 
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established the EL decreases, and the variation in ET is due to the query processing time 

(QT) at the target network. The calculated Ethereum QT is shown in Figure 13 paired 

against the ET. 

 

 
Figure 13: Inter-blockchain record access elapsed time vs. query processing time on the 
Ethereum network. 

 

We compared the homogeneous and heterogenous blockchains’ (based on the platforms) 

integration ET. The average ET for HLF to HLF is significantly lower than that for HLF 

to Ethereum because of the low performance of the Ethereum network, as demonstrated 

in Figure 14. This can be seen from the fact that the QT at the Ethereum network is higher 

than that of the HLF network. This results in a higher ET at the HLF network, the source 

network, communicating with the Ethereum network, which is the target network. The 

detailed results are provided in Article 3. 

1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49

1000

1100

1200

1300

1400

1500

1600

1700

1800

Queries

H
LF

 E
la

p
se

d
 t

im
e 

V
s 

Et
h

er
eu

m
 Q

u
er

y 
P

ro
ce

ss
in

g 
Ti

m
e(

m
s)

Elapsed Time (HLF) 

Query Processing Time 
(Ethereum)   



 44 

 
Figure 14: Comparison of ET and QT between Ethereum and HLF. 

 

Redrafted from: Hashim, F., Shuaib, K., Baraka, E., and Sallabi, F., Integration of 

heterogeneous blockchains for sharing EHRs using transaction-based global smart 

contracts. (manuscript) 
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Chapter 3: Conclusion and Future Perspectives 

The focus of this research is a healthcare blockchain federation comprised of multiple 

independent blockchain networks. Based on the research conducted in this study, we first 

addressed the scalability challenges in individual blockchain networks and then addressed 

the inter-blockchain communication in a federation of homogeneous and heterogeneous 

blockchain networks. Overall, we addressed these challenges at the transaction level. The 

proposed sharding-based solution processes the appointments in parallel, resulting in a 

significant increase in network TP and a decreased LT. The experimental results showed 

that our proposed sharded network processed 24 appointments per second whereas the 

unsharded network processed four appointments per second. This increase in appointment 

processing is due to the low LT of our proposed sharded solution, which is 83.33% lower 

than the unsharded network. Overall, a significant increase in TP of both sharded and 

unsharded networks is recorded, namely, 24TPS and 4TPS respectively. The proposed 

shard formation technique formed complete shards and successfully eliminated cross-

shard communication in a sharded network.  

PoA is a widely used consensus algorithm adopted in healthcare blockchains. The 

proposed instantaneous authority selection greatly improved the overall performance of 

the healthcare network as compared to traditional consensus algorithms, including PoW, 

PBFT, PoA(Aura), and PoA(Apla). We conducted experiments to perform a comparative 

analysis among the aforementioned algorithms. Our proposed improved PoA consensus 

algorithm recorded 0.3 sec consensus LT whereas PoA(Apla) and PoA(Aura) had 3.4 sec 

and 1.4 sec consensus LT, respectively. The TP performance of the proposed algorithm 

showed an increase of 56.4% over PoA(Aura) and 86.88% over PoA(Apla). Similarly, the 

average increase in the block generation of the proposed PoA algorithms is recorded as 

108 blocks and 58 blocks over PoA(Apla) and PoA(Aura), respectively.  

The proposed solutions to blockchain scalability have a significant impact on healthcare 

blockchain networks as they work at appointment level and increase the TP of the network, 

resulting in a high appointment processing rate. Sharding processes the appointments in 

parallel, and the instantaneous authority selection in the proposed PoA algorithm 

minimizes the consensus time and block generation time in healthcare. Healthcare is a 
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sensitive application domain as it deals with human life, and real-time solutions aid in the 

performance of healthcare blockchains.   

Interoperability between independent blockchain networks is a challenging task as no 

layer 1 solution is available in the literature. In this study we proposed a blockchain 

federation to facilitate inter-blockchain communication to share EHR across diverse 

blockchain networks. We categorized the solution into homogeneous and heterogeneous 

network integration based on the platforms used to deploy the healthcare blockchain 

networks. A homogeneous blockchain integration is proposed using a transaction-based 

global smart contract triggering solution to share the EHR of a patient from independent 

HLF-to-HLF networks.  

This study conducted an individual network performance followed by the inter-blockchain 

communication performance from one HLF network to another, such that both the 

networks are deployed via a different number of healthcare entities. Firstly, the results 

showed a minor increase in TP and a minor decrease in the consensus LT of the network 

with fewer healthcare entities. Due to the limited computational power of the CPU, the 

healthcare entities could not be increased to depict the significant change in TP and LT 

between both networks. As mentioned, this study addresses the interoperability at 

transaction level, such that the communication request is sent while an appointment is in 

progress. The query truncation was initiated from source network to target network, and 

the experimental results calculated the ET at source network. It is noted that the ET of first 

query transaction is 15.9% higher than that of the query transactions conducted thereafter. 

This increase is due to the initial connection to the target network. The heterogeneous 

blockchain network interoperability is performed using the HLF and Ethereum networks 

and global smart contracts. In the proposed solution a uniform conversion module is used 

to convert the local transaction format into a uniform transaction format to make it 

compatible with the target network. The initial connection to the Ethereum network is 18% 

higher than that of the other query transactions sent from HLF to Ethereum, which is 3% 

higher than the HLF-to-HLF first connection. The average ET of HLF to Ethereum is 26% 

higher than the HLF to HLF. This increase is due to the performance of the Ethereum 

network, which has a 15.6% TP decrease compared to the HLF network TP. Hence, the 

experimental results concluded that the ET depends on the QT of the target blockchain, 
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and the ET has a significance for homogeneous and heterogeneous network 

interoperability.  

Finally, we compare the LT of our proposed homogeneous and heterogeneous solutions 

to previous work [56], and the experimental results showed the LT improved over that 

shown in that study by 78.09% and 52.63% for homogeneous and heterogeneous 

integration, respectively. 

The key contributions of this dissertation can be stated as follows. The author introduced 

the sharding technique into a healthcare blockchain network to process appointments in 

parallel and proposed an authority selection process in a PoA consensus algorithm to 

address the scalability challenges in healthcare blockchains as the number of nodes 

increases in the network. Both techniques resulted in high TP and provided a healthcare-

specific solution for scalable healthcare networks. The scalability solutions are provided 

for an individual network in federation. Secondly, the author introduced an interoperability 

solution to integrate health blockchains in a federation of homogeneous and heterogeneous 

networks. Inter-blockchain communication is performed between blockchains deployed 

via same and different platforms using a unified integration mechanism at the transaction 

level.  

3.1 Limitations 

The limitations of this study are summarized as follows: 

• The experimental results of the proposed healthcare blockchain sharding approach 

and improved PoA consensus algorithm are limited to the Python simulation. These 

solutions could not be implemented using blockchain platforms due to the limited 

CPU power of the systems used for experimentation. The scalability test required 

an increasing number of nodes in the network; however, increasing a single 

healthcare entity using the blockchain platforms consumed maximum CPU power 

and resulted in failed transactions. Therefore, a minimal blockchain network was 

simulated using Python to test the performance of the proposed scalability solutions 

in healthcare. 

• The current study uses two types of blockchain platforms for heterogeneous 

blockchains integration in healthcare federation (HLF and Ethereum).  Due to the 
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complexity of blockchain platforms and time constraints on this research, other 

platforms could not be investigated for integration. 

• This study utilized simulated EHRs (text records) to develop robust interoperability 

solutions. Although the current implementation involved simulated data, the future 

plans involve expanding the solution to incorporate actual EHR data sets, 

encompassing both text and images, within a healthcare federation. 

• Blockchain addresses are identified by public keys. The patient public key is used 

to request EHR in the network. However, this study uses patient ID (national 

identity card number/citizenship number) to request EHR from an external 

blockchain. Each blockchain network generates a unique public/private key pair in 

a network that is not known in any external network. Therefore, we used patient 

ID, which is uniform across a country/state. Once the transaction is transferred to 

the target network, the patient ID is replaced with the patient public key generated 

by the underlying network.  

While these limitations should be acknowledged, they provide opportunities for further 

research and potential improvements in future studies. Addressing these limitations would 

enhance the applicability and real-world evaluation of the proposed solutions in healthcare 

blockchain networks. 

3.2 Future Research 

The following recommendations are suggested for future studies: 

3.2.1 Expansion of Inter-Blockchain Communication Solutions 

Extend the current inter-blockchain communication solutions by incorporating additional 

blockchain platforms such as Hyperledger Sawtooth, IBM Blockchain, R3 Corda, and 

Stellar. Investigate the compatibility and effectiveness of edge computing and IoT devices 

in the context of healthcare blockchain federations, aiming to enhance interoperability and 

expand the range of integration possibilities. Further research investigation is needed in 

developing incentive mechanisms, enabling interoperability with legacy systems, 

improving disaster recovery and fault tolerance, and promoting standardization and best 

practices across industry. 
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3.2.2 Exploration of EHR Management Solutions in Blockchain Federations 

Focus on exploring EHR management solutions within the context of blockchain 

federations. Address the challenges associated with the data format for EHR in a federation 

of independent and heterogeneous blockchain networks. Consider extending the uniform 

integration approach to enable efficient EHR management and sharing within the 

federation, taking into account data consistency, privacy, and security. 

3.2.3 Utilization of Actual EHR Datasets  

Implement and improve the current interoperability solution using actual EHR datasets for 

each node in the network. By employing real-world EHR data, researchers can evaluate 

the performance, scalability, and effectiveness of the proposed solutions in a more realistic 

setting. This would provide valuable insights into the practical applicability of the 

solutions and their impact on healthcare data management. 

3.2.4 Integration of AI Techniques 

Explore the integration of artificial intelligence (AI) techniques within the blockchain 

federation. Utilize AI to enhance the functionality and efficiency of the network, such as 

locating the target networks previously visited by the patient or accelerating the process 

of searching for EHRs within the dataset. Investigate the potential benefits of AI 

integration in terms of speed, accuracy, and resource optimization.  

3.2.5 Development of Unified Public/Private Key Solutions 

Investigate solutions to generate a unified public/private key pair in a federation. Aim to 

establish a mechanism where all the blockchains within the federation operate with a single 

set of public/private keys associated with the patient. This unified approach would 

significantly facilitate interoperability beyond geographical boundaries, enabling seamless 

data sharing and access across disparate healthcare blockchain networks. 

By pursuing these recommendations, future research endeavors can advance the field of 

healthcare blockchain, address existing challenges, and pave the way for more efficient, 

secure, and interconnected healthcare systems. 
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Efficient sharing of Electronic Health Records (EHRs) is vital in the healthcare 
industry. In this regard, blockchain-enabled healthcare federation uses a 
transaction-based global smart-contract triggering solution for seamlessly 
exchanging EHRs among patients and caregivers across local and external 
blockchain networks. 
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