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 Abstract  

 

In healthcare sector, the move towards Electronic Health Records (EHR) systems has 

been accelerating in parallel with the increased adoption of IoT and smart devices. 

This is driven by the anticipated advantages for patients and healthcare providers. The 

integration of EHR and IoT makes it highly heterogenous in terms of devices, network 

standard, platforms, types data, connectivity, etc. Additionally, it introduces security, 

patient and data privacy, and trust challenges. To address such challenges, this thesis 

proposes an architecture that combines biometric-based blockchain technology with 

the EHR system. More specifically, this thesis describes a mechanism that uses 

patient’s fingerprint for recovery of patient’s access control on their EHRs securely 

without compromising their privacy and identity. A secure distributed healthcare 

system (SDHCARE) is proposed to uniquely identify patients, enable them to control 

access to, and ensure recoverable access to their EHRs that are exchanged and 

synchronized between distributed healthcare providers. The system takes into account 

the security and privacy requirements of Health Insurance Portability and 

Accountability Act (HIPAA) compliance, and it overcomes the challenges of using 

secret keys as patient’s identity to control access to EHRs. The system used distributed 

architecture with two layers being local to each healthcare provider that is member of 

SDHCARE, and two layers shared across all members of SDCHARE system. 

SDHCARE system was prototyped and implemented in order to validate its functional 

requirements, security requirements and to evaluate its performance. The results 

indicated successful fulfillment of design requirements without significant overhead 

on the performance as required by healthcare environments.  

 

Keywords: Blockchain, Healthcare, EHR, Fingerprint, Biometric, Access Control. 
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Title and Abstract (in Arabic) 
 

  نملآا عزوملا ةیحصلا ةیاعرلا ماظن

 صخلملا

 ةینورتكللإا ةیحصلا تلاجسلا ةمظنأ وحن كرحتلا ناك ،ةیحصلا ةیاعرلا عاطق يف

)EHR( ایازملاب عوفدم اذھ و ،ةیكذلا ةزھجلأاو ءایشلأا تنرتنإ دامتعا ةدایز عم يزاوتلاب عراستی 

 تلاجسلا جمد نإف ةوجرملا ایازملا نم مغرلا ىلع و ،ةیحصلا ةیاعرلا يمدقمو ىضرملل ةعقوتملا

 رایعمو ،ةزھجلأا ثیح نم ةیاغلل ةسناجتم ریغ اھلعجی ءایشلأا تنرتنإ عم ةینورتكللإا ةیحصلا

 ةیصوصخ ىلإ ةفاضإ ،كلذ ىلإ امو ،لاصتلااو ،تانایبلا عاونأو ،ةیساسلأا ةمظنلأاو ،ةكبشلا

 عمجت ةینب ةحورطلأا هذھ حرتقت ،تایدحتلا هذھ ةھجاومل و ،ةقثلا تایدحتو ،تانایبلاو ضیرملا

 ةحورطلأا هذھ فصت ،اًدیدحت .EHR ماظنو ةیویحلا سییاقملا ىلإ ةدنتسملا نیشتكولبلا ةینقت نیب

 نود و نامأب EHR ةصاخلا ةیحصلا ھتلاجس يف مكحتلا ةداعتسلا ضیرملا ةمصب مدختست ةیلآ

 دیدحتل )SDHCARE( نمآ عزوم ةیحص ةیاعر ماظن حرتقی ثیح ،ھتیوھو ھتیصوصخب ساسملا

 لوصولا نامضو ،ةیحصلا مھتلاجس ىلإ لوصولا يف مكحتلا نم مھنیكمتو ،دیرف لكشب ىضرملا

 نیب اھتنمازمو اھلدابت متی يتلا مھب ةصاخلا ةینورتكللإا ةیحصلا تلاجسلا ىلإ دادرتسلال لباقلا

 ةیصوصخلاو ناملأا تابلطتم رابتعلاا يف ماظنلا ذخأی و ،ةعزوملا ةیحصلا ةیاعرلا يمدقم

 مادختسا تایدحت ىلع بلغتیو ،)HIPAA( ةلءاسملاو يحصلا نیمأتلا ةیلباق نوناقل لاثتملال

 مدختسی و .ةینورتكللإا ةیحصلا تلاجسلا ىلإ لوصولا يف مكحتلل ضیرملا ةیوھك ةیرسلا حیتافملا

 نیتقبطو ،SDHCARE يف وضع ةیحص ةیاعر مدقم لكل نیتیلحم نیتقبط عم ةعزوم ةینب ماظنلا

 ققحتلا لجأ نم ھقیبطتو ماظنلا میمصت مت ثیح ،SDCHARE ماظن ءاضعأ عیمج ربع نیتكرتشم

 میمصتلا تابلطتم قیقحت ىلإ جئاتنلا تراشأ و ،ھئادأ مییقتو ناملأا تابلطتمو ةیفیظولا ھتابلطتم نم

 .ةیحصلا ةیاعرلا تائیب يف بولطم وھ امك ءادلأا ىلع ةریبك ءابعأ نود حاجنب

 ،ةیرتمویبلا ،عباصلأا تامصب ،EHR ،ةیحصلا ةیاعرلاو ،نیشتكولبلا :ةیسیئرلا ثحبلا میھافم

 .لوصولا يف مكحتلا
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Chapter 1: Introduction 
 

1.1 Overview 

In the healthcare sector, the move towards electronic health record (EHR) 

systems has been accelerating in parallel with the increased adoption of IoT and smart 

devices. This is driven by the anticipated advantages for patients and healthcare 

providers. The Office of the National Coordinator (ONC) for Health Information 

Technology within the U.S. Department of Health and Human Services [1], defined 

EHR as “a digital version of a patient’s paper chart. EHRs are real-time, patient-

centered records that make information available instantly and securely to authorized 

users. While an EHR does contain the medical and treatment histories of patients, an 

EHR system is built to go beyond standard clinical data collected in a provider’s office 

and can be inclusive of a broader view of a patient’s care. They are built to share 

information with other health care providers, such as laboratories and specialists, so 

they contain information from all the clinicians involved in the patient’s care".   

 
Some advantages of EHR systems as indicated by ONC [1] are: 

• They maintain and synchronize patients’ medical history, diagnoses, medications, 

treatment plans, immunization dates, allergies, radiology images, and laboratory 

and test results 

• They allow access to evidence-based tools that providers can use to make decisions 

about patients’ care 

• They automate and streamline provider workflow 

In 2009, the U.S. government passed the Health Information Technology for 

Economic and Clinical Health Act (HITECH Act) to motivate the adoption and 
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meaningful use of EHR systems. Additionally, they included this objective in the 

Federal Health IT Strategic Plan [2]. Figure 1 represents the progress of EHR system 

adoption in the United States since 2001. 

 

 

Figure 1: Percentage of EHR Systems Adoption in US 

 

In parallel with the move towards EHR healthcare systems, Blockchain 

technology was introduced by Satoshi Nakamoto in 2009 [3]. Blockchain technology 

has received significant attention from the research community. Blockchain’s 

decentralized nature along with its cryptographic services increased its potential to be 

the future platform for distributed systems. The initial phase of Blockchain technology 

was limited to the financial sector and mainly focused on cryptocurrency such as 

Bitcoin, which has evolved to become the most popular cryptocurrency application. 
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Over time, Blockchain technology has evolved with the introduction of 

Ethereum and its smart contracts capability Buterin [4], which provides the 

programmability component of Ethereum Blockchain. This step gave Blockchain 

technology huge potential and expanded its scope from the financial to other sectors, 

including healthcare, education, government, and manufacturing. In particular, for the 

healthcare sector and EHR systems, Blockchain technology offers many capabilities 

that can fulfill several EHR requirements, as described by McGhin, Choo, Liu, and He 

[5], and summarized in Table 1. 

 

Table 1: Summary of EHR Requirements and Blockchain Opportunities 

EHR Requirements Blockchain Opportunities 

System security, including 
authentication, integrity, access control, 
and non-repudiation for multiparty 
integrated EHR systems  

Security, assurance, and immutability 
are provided using cryptography, 
namely private and public keys 
combined with hash-chaining between 
blocks of data 

Interoperability between different EHR 
standards implemented by various 
healthcare providers, research entities, 
insurance providers, and pharmacies 

Smart contracts capability provides an 
abstraction layer to enable 
communication among miners in 
distributed healthcare providers running 
different EHR standards  

Data sharing of health records  The decentralized architecture allows 
multiple entities to share health records 

Mobility of healthcare systems with the 
introduction of IoT and smart devices 
that allow patients to share and access 
their health records 

Shared data across distributed ledgers 
enables near real-time updates across the 
network to all parties 

Availability of the healthcare system The technology provides high 
availability and resilience through its 
decentralized model of operation 
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The close convergence between EHR requirements and Blockchain 

capabilities listed in Table 1 is a key driver that has led many proposals to include 

Blockchain-based EHR applications, including EHR monitoring and auditing, 

mobility applications, and exchange of information. 

Despite the promising convergence between Blockchain and EHR systems, 

some limitations have been identified regarding the integration between Blockchain 

and EHR systems, specifically:  

• Key management in current implementations of Blockchain are based 

on private/public key pairs. In Blockchain-based EHR systems, patients 

that use their private keys as their identities to control access to and to 

sign their EHRs are subject to permanent loss of access to their records 

in the case of lost private keys, as discussed in McGhin [5]. This is 

because, in asymmetric cryptography, a private key is not recoverable 

from the public key (computationally infeasible). 

• The lack of standardization for various deployments of Blockchain in 

healthcare systems generates a challenge regarding the interoperability 

and exchange of EHRs, which limits the success of deployments [5]. 

• There is the potential for privacy leakage due to the unencrypted nature 

of blocks that hold information related to patients’ health. Even with 

encrypted blocks, the ability to access the blocks publicly, in public 

ledgers, makes them subject to cryptanalysis attacks, which can exploit 

patients’ privacy if the encryption algorithms are compromised [5]. 

• Scalability and IoT overhead can occur due to the increased number of 

medical IoT devices and medical sensors joining the Blockchain 
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network. The more IoT devices joining the Blockchain network, the 

more the computational complexity of the ledger, which leads to the 

need for more computational power on these IoT devices. However, 

these IoT devices have very limited computational capabilities and are 

not designed to support the complex operations required by Blockchain 

hashing algorithms [5].   

• Blockchain entails security vulnerabilities, which are discussed in 

detail in Section 1.5.2.  

Accordingly, the scope of the present thesis focuses on investigating solutions 

to overcome the privacy leakage and key recovery challenges. Specifically, the focus 

is on finding a solution that enables blockchain-based synchronization and exchange 

of EHRs between distributed healthcare providers while: 

• Ensuring recoverable access to patients’ EHRs 

• Maintaining the unique patients’ identities in EHRs  

• Controlling access to EHRs 

• Providing anonymity to patients’ EHRs in the datastores 

• Detecting any modifications to EHRs, and 

• Logging any activities on EHRs. 

1.2 Statement of the Problem 

There are several limitations when deploying Blockchain technology in the 

healthcare industry, as detailed in Section 1.1. The problem statement targeted by this 

research is patients’ inability to recover access to their EHR records in the case of 

missing patient identities. This can occur in many cases such as lost private keys or 

emergency access to EHRs by unauthorized healthcare providers.  
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1.3 Research Objectives  

The core objective of this research project is to propose an EHR exchange and 

synchronization system based on Blockchain that can provide patients with an access 

recovery mechanism to their EHRs. In addition to this objective, the proposed system 

fulfills the requirements of Health Insurance Portability and Accountability Act 

(HIPAA Act). These legislative requirements include the authentication of access to 

EHRs, maintenance of EHR isolation and privacy for each patient, guaranteed integrity 

of EHRs, governance of access control to EHRs, and guaranteed audit logs for 

patient’s EHRs.  

1.4 Research Methodology 

This section describes the methodology followed to conduct the research 

project. The methodology was structured in a logical order to enable gaining in-depth 

knowledge about the research topic, and divided into several phases: 

• A literature review to understand the status of current research on 

Blockchain-based EHR systems and identify areas for research.  

• Verification of the uniqueness of the proposal to address the issues 

presented in the statement of the problem. 

• Development of high-level design architecture of the proposed solution 

followed by a low-level design.  

• A prototype of the proposed design, using Python and Ethereum, to 

simulate the functional and security requirements.  

• Analysis of the strengths and weaknesses of the proposed solution from 

functional and security perspectives. 
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Google Scholar was used to search several bibliographic databases for 

literature related to the current state of research on blockchain in healthcare. The search 

string deployed was: 

Blockchain AND (Healthcare OR EHR) AND (source: ieee OR source: springer OR 

source: acm OR source: sage OR source: Elsevier). 

The output from Google Scholar identified 3,390 papers, of which 3,210 papers 

were published since 2015. 

Initially, only review papers were considered to obtain an overall 

understanding of current research. Only top five cited papers were considered for the 

literature review. These papers were obtained using the UAEU E-Library, which 

provides access to the selected databases used in the Google Scholar filter.  

From the initial results, the identified papers were classified into three main 

categories:  

• Blockchain core technology – Top five cited papers 

• Blockchain security – Top five cited papers 

• Blockchain in healthcare – Top 10 cited papers 

From this review, limitations in the existing blockchain-based EHR proposals 

were identified, forming the scope of research for the present thesis.  

Google Scholar was consulted again to identify literature related to the use of 

biometrics in Blockchain deployment in healthcare. One paper was identified that 

details the use of Fuzzy Vault combined with photoplethysmogram (PPG) signals for 

key management (see Section 1.5.3). 

The next step was to specify the high-level design requirements and 

assumptions to build a low-level proposal. The following design requirements were 

considered: 
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• Provide a distributed platform to exchange and replicate EHRs 

• Ensure unique patient identity across the platform 

• Ensure unique EHR-to-patient mapping   

• Ensure patient validation to EHR access control requests.  

• Provide an access recovery mechanism for patients’ EHRs 

• Implement audit logging for access requests to EHRs 

• Provide an EHR integrity validation mechanism 

• Provide a mechanism for emergency access to EHRs by non-authorized 

providers 

• Ensure the anonymity of EHRs in the datastore across the platform 

Additionally, some assumptions were made that were excluded from the design 

requirements: 

• All healthcare providers must use the SDHCARE system. 

• All EHRs must be recorded in the same format (e.g., HL7 or FHIR).  

• Secure links are used for communication between healthcare providers, 

the Blockchain and the datastore. 

Based on the above requirements and assumptions, the low-level design 

proposal was developed. More details are provided in Chapter 2.  

The next phase was a prototyping phase to build a sample that can implement 

the required functional and security features of SDHCARE. The low-level design 

blocks were analyzed, and the tools and software required to provide the desired 

features and functions for each design block were identified. The final selection of 

tools was based on the following criteria: 

• Feature richness and simplicity of the tool. 



9 
 

 
 
 

• Security capabilities of the tool. 

• Compatibility and interoperability between the tool and other 

components of the SDHCARE system.  

The final phase of the research was testing and results analysis. This was 

divided into two sections: 

• Validating that design requirements were achieved and can provide the 

expected functions. 

• Performance evaluation to measure the average time and speed of 

transactions across the SDHCARE system.  

The details of system prototyping, implementation, and testing are covered in 

Chapters 3 and 4.  

1.5 Literature Review 

This section covers the literature related to blockchain technology and its 

adoption in EHR systems.  The reviewed literature covers the progress of research in 

the following areas: 

• Blockchain core functionality 

• Blockchain security capabilities and limitations 

• Limitations of legacy centralized EHR systems 

• EHR security, privacy, and compliance requirements 

• Existing proposals for Blockchain-based EHR systems 
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Table 2: Summary of the Literature 

Category Literature List 

Blockchain Technology 
Nakamoto [3], Buterin [4], Weber [8], Yaga, Mell, 
Roby, and Scarfone [9] 

Blockchain Security 
Joshi, Han, and Wang [7], Halpin and Piekarska [10], 
Zhong, Zhong, Mi, Zhang, and Xiang [12], Cash and 
Bassiouni [13], Tosh et al. [14] 

Blockchain in Healthcare 

McGhin, Choo, Liu, and He [5], Magyar [15], 
Pilkington [16], Zhang, Walker, White, Schmidt, and 
Lenz [17], Dagher, Mohler, Milojkovic, and Marella 
[18], Azaria, Ekblaw, Vieira, and Lippman [19], Xia, 
Sifah, Smahi, Amofa, and Zhang [20], Yang et al. 
[21], Roehrs, da Costa, and da Rosa Righi [22], Fan, 
Wang, Ren, Li, and Yang [23] 

 

1.5.1 Blockchain Basics 

According to the US National Institute of Standardization and Technology 

(NIST), Blockchain is defined as:  

Distributed digital ledgers of cryptographically signed transactions that are 

grouped into blocks. Each block is cryptographically linked to the previous one 

(making it tamper evident) after validation and undergoing a consensus 

decision. As new blocks are added, older blocks become more difficult to 

modify (creating tamper resistance). New blocks are replicated across copies 

of the ledger within the network, and any conflicts are resolved automatically 

using established rules [6].  

The entire blockchain is stored in each miner (as single unit) for 

synchronization instead of storing individual blocks. Figure 2 providers an overview 

of the structure of the blocks. 
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Figure 2: General Chain of Block

11 
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1.5.1.1 Block Components  

Joshi, Han, and Wang [7] described the structure of the block as follows.  

• Data: This is the application data held in the distributed blocks. The block 

can hold any type of data and is thus application-independent. Further, the 

block can hold multiple data units from diverse types of applications. Each 

data unit in the block is called a ‘message’ or a ‘transaction’.  

• Hash: In a single block, three types of hash values exist: the hash value of 

the previous block (which is used to chain the blocks), the root hash 

representing all transactions stored in the block, and the hash value of the 

current block at the time it is committed to the chain.  

• Timestamp: The timestamp at which the block was added to the chain. 

• Other information: This includes information such as the software version 

used by the miner and the current difficulty level. An essential information 

element called a ‘nonce’ is used for block validation and the consensus 

algorithm.  Figure 3 depicts this structure. 




